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ZyWALL Series UTM Setup (Anti-Virus)
This guide is designed to help setup the ZyWALL to check incoming packets inspection 

using the Anti-Virus engine. 

Supported Devices 

USG40 – Firmware version 4.10(AALA.0) and above 

USG40W – Firmware version 4.10(AALB.0) and above 

USG60 – Firmware version 4.10(AAKY.0) and above 

USG60W – Firmware version 4.10(AAKZ.0) and above 

USG110 – Firmware version 4.10(AAPH.0) and above 

USG210 – Firmware version 4.10(AAPI.0) and above 

USG310 – Firmware version 4.10(AAPJ.0) and above 

USG1100 – Firmware version 4.10(AAPK.0) and above 

USG1900 – Firmware version 4.10(AAPL.0) and above 

Overview 

Use the USG’s Anti-Virus feature to protect your network computers from 

virus/spyware infections when browsing the internet.  The USG checks 

traffic in the direction(s) you specify for signature matches. 

Note:  Please keep in mind that the USG’s Anti-Virus feature is not a substitute for Anti-Virus applications 

installed directly on your computer.  While the USG’s Anti-Virus feature will protect your computer(s) 

against incoming Internet threats, you should still use a software based Anti-Virus application on your

computer to protect it against local threats.  (Such as infected CD/DVD, USB drives and other formats) 

ftp://ftp.zyxel.com/USG40/firmware/
ftp://ftp.zyxel.com/USG40W/firmware/
ftp://ftp.zyxel.com/USG60/firmware/
ftp://ftp.zyxel.com/USG60W/firmware/
ftp://ftp.zyxel.com/USG110/firmware/
ftp://ftp.zyxel.com/USG210/firmware/
ftp://ftp.zyxel.com/USG310/firmware/
ftp://ftp.zyxel.com/USG1100/firmware/
ftp://ftp.zyxel.com/USG1900/firmware/
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Register USG to Myzyxel 2.0 

Registration of the device is required to be able to activate UTM 

services.  Please look at the “Registering ZyWALL ZLD Routers” 

document for instructions on completing the registration process for 

your router. 

Activate Licenses 

To activate the UTM licenses for the USG please login to your 

Myzyxel account at https://portal.myzyxel.com.  Once logged in you 
will see the dashboard windows which shows all devices registered 

under the account.  Select the router you wish to activate the license 

on from the list.  Click the Activate button for the services you wish to 

enable. 

On the router go to menu Configuration  Licensing  Registration and 

click on the Service tab.  Click the button Service License Refresh to 

have the router check with the Myzyxel server for any changes to

licensing, etc. 

https://portal.myzyxel.com/
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Download/Update Service Signatures 

Now that the device has been registered and licenses activated, go to 

menu Configuration  Licensing  Signature Update and click the 

Anti-Virus tab to update the signatures.  Click the Update Now button 

to download latest signature version. 

Signatures must be downloaded before creating an Anti-Virus profile, 

especially if you have just registered and activated the license.  If you 

do not download the signatures you will not be able to create the 

profile as there will be no service filters to add to the profile. 
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Creating Anti-Virus Profile

From the web configuration screen go to Configuration  UTM Profile  

Anti-Virus, click the Add button to insert a Anti-Virus profile. 

 Give the profile a Name

 Make sure the check box to destroy infected files is checked

 Enable the ability to decompress ZIP and RAR files for virus 

checking

 Enable the ability to destroy the compressed file if Anti-Virus 

cannot decompress and check for viruses (Optional)

 Click OK to apply the profile setup 
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Creating UTM Security Policy

From the web configuration screen go to Configuration  Security 

Policy  Policy Control, click the Add button to insert a rule to check 

against viruses using the Anti-Virus profile created on the previous

step. 

 Give the Policy Control rule a name

 Select the packet direction From: LAN1 (Internal Network)

 Select the packet direction To: WAN (Internet)

 Scroll down to the UTM Profile option and check the box next to 

Anti-Virus, select the AV profile you created and whether or not 

you wish the ZyWALL to log an entry any time this Policy Control 

rule is tripped.
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Testing and Troubleshooting 

To test you can download the Eicar test file.  File should download but 

the contents of the file will be cleared. 

Eicar  Eicar text file 

If downloaded file is not null: 

 Verify the Policy Control rule, make sure it is checking the

correct zones and that the UTM service show enabled, with

the correct profile.

 Check for signature updates.  Configuration  Licensing

 Signature Update

 Contact Tech Support for further assistance.

http://www.eicar.org/download/eicar.com
http://www.eicar.org/download/eicar.com.txt



